Analysis and Metaphysics

ISSN: 1584-8574, e-ISSN: 2471-0849
Vol 25 (1), 2026

pp- 19-36

Financial Fraud Detection Using Artificial Intelligence in Colombia: A Systematic
Literature Review

Deixy Ximena Ramos Rivadeneira' , Fabio Emilio Coral Melo2, Dillan Alexander
Cardenas Melo?

" Universidad CESMAG, Colombia, Email: dxramos@unicesmag.edu.co
" Universidad CESMAG, Colombia, Email: dxramos@unicesmag.edu.co
" Universidad CESMAG, Colombia, Email: dxramos@unicesmag.edu.co

Abstract

Financial fraud has become one of the main challenges in the financial and accounting sectors
due to the increasing sophistication of fraudulent schemes and the rapid digitalization of financial
services. In this context, artificial intelligence (Al) has emerged as a strategic solution for improving
fraud detection through predictive analytics, anomaly detection, and automated decision-making.
This study presents a systematic literature review (SLR) aimed at analyzing the main artificial
intelligence techniques applied to financial fraud detection, as well as their benefits, challenges, and
future research directions, with particular emphasis on the Colombian context. The review followed
the methodological guidelines proposed by Barbara Kitchenham and included studies published
between 2020 and 2025 in databases such as Scopus, ScienceDirect, Google Scholar, and Redalyc. A
total of 388 records were initially identified, from which 40 studies were selected after applying
screening and quality assessment criteria. The findings indicate that machine learning, deep learning,
graph-based models, and hybrid architecture are the most widely used approaches for detecting fraud
in banking systems, Fintech ecosystems, tax administration, and public procurement processes. The
results also reveal significant improvements in anomaly detection, operational efficiency, and real-
time monitoring. However, important challenges remain regarding explainability, data accessibility,
regulatory frameworks, and the shortage of specialized human talent. Overall, the study highlights
the growing relevance of Al-driven fraud detection systems and the need for explainable, scalable,
and ethically aligned solutions for future financial environments.
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1. Introduction

Financial fraud has become one of the most critical challenges in the accounting and business
environment, driven by the increasing digitalization of financial operations and the growing
sophistication of fraudulent schemes. Traditional rule-based approaches have shown significant
limitations in detecting complex and evolving fraud patterns, highlighting the need for more advanced
technological solutions [1].

In this context, artificial intelligence (Al) has emerged as a key tool for fraud detection,
enabling the analysis of large volumes of data, the identification of anomalous patterns, and the
generation of real-time alerts. Techniques such as Machine Learning and Deep Learning have
demonstrated high effectiveness in detecting fraudulent behavior, surpassing traditional systems and
significantly reducing detection errors [2].

Furthermore, the integration of artificial intelligence with emerging technologies such as
Blockchain and advanced analytics has strengthened the security and transparency of financial
transactions. These technologies not only support fraud detection but also enable prevention through
predictive and adaptive models. However, their implementation presents important challenges,
including data quality issues, model interpretability, and the need for specialized human capital [3].

Within this framework, the systematic literature review (SLR) emerges as a rigorous
methodology to synthesize existing knowledge, identify research trends, and analyze the main
advances in the application of artificial intelligence in financial fraud detection. Recent studies have
employed this approach to examine multiple investigations, revealing the exponential growth of Al-
based techniques in the financial sector while highlighting both their benefits and limitations [4].

In this sense, the present study aims to analyze, from a systematic perspective, the role of
artificial intelligence in the detection, prevention, and management of financial fraud through a
comprehensive review of recent scientific literature. The study seeks to identify trends, opportunities,
challenges, and research gaps, particularly in emerging contexts such as Colombia, contributing to
the strengthening of transparency, efficiency, and trust in accounting and financial systems.

Finally, this article is structured as follows: first, the research problem, research questions,

and objectives are presented; second, the theoretical framework and related work are discussed; third,
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the methodology used for the systematic literature review is described; and finally, the results,
discussion, and conclusions derived from the study are presented.

2. Method

This study was conducted using a systematic literature review (SLR) approach, following the
methodological guidelines proposed by Barbara Kitchenham. This approach enables a structured,
transparent, and reproducible process for identifying, evaluating, and synthesizing existing research.

The methodological design was structured into sequential and interrelated stages, including
the formulation of research questions, the development of a search strategy, the selection and
screening of studies, the assessment of methodological quality, and the extraction and synthesis of
data. This structured process ensured methodological consistency and facilitated the traceability of
the review.

2.1 Research Questions
To guide the review process, the following research questions (RQs) were defined:

e RQI: What types of financial fraud have been addressed using artificial intelligence techniques
in Colombia?

e RQ2: Which artificial intelligence methods are most commonly used for financial fraud
detection?

e RQ3: What outcomes or benefits have been reported from the application of these techniques?
¢ RQ4: What research gaps or future research directions can be identified in this field?

These questions were formulated based on the PICO framework, which allows the structured
definition of key components in systematic reviews, including population, intervention, and
outcomes. This approach facilitated a focused and coherent analysis of the scientific evidence.

2.2 Search Strategy
The search process was designed to ensure comprehensive coverage of relevant scientific

literature. To achieve this, four major academic databases were selected due to their recognized

quality and international scope: Scopus, ScienceDirect, Google Scholar, and Redalyc.Scopus

v" ScienceDirect
v" Google Scholar
v" Redalyc
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A structured search string was developed by combining key terms related to financial fraud and
artificial intelligence, using Boolean operators (AND, OR) and incorporating synonyms and related
concepts to maximize the retrieval of relevant studies. The final search equation was defined as
follows:
("financial fraud" OR "financial crime" OR "accounting fraud" OR "fraud detection")
AND ("artificial intelligence" OR "machine learning" OR "deep learning")

The application of this search strategy across the selected databases resulted in the
identification of 388 records, published between 2020 and 2025 in English and Spanish
2.3 Selection of Studies

The identified studies were subjected to a rigorous screening and filtering process to
determine their relevance to the research scope. This process included the removal of duplicate
records, the evaluation of titles and abstracts, and the application of predefined inclusion and
exclusion criteria.

The inclusion criteria considered peer-reviewed articles published between 2020 and 2025,
focused on financial fraud detection using artificial intelligence techniques, with full-text availability
and published in English or Spanish. The exclusion criteria involved duplicate records, non-accessible
documents, studies lacking scientific rigor, and research not directly related to artificial intelligence
applications in fraud detection.

The screening process was supported by Rayyan, which facilitated the identification of
duplicates and the preliminary classification of studies. Subsequently, the selected articles were
managed using Zotero to ensure systematic organization and traceability.

The study selection process is illustrated in Figure 1, which summarizes the identification,

screening, and inclusion phases.
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Figura 1

Proceso de busqueda, filtrado y seleccion de los estudios
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From the initial 388 records identified, 31 were removed due to duplication or incomplete
information. After the screening phase, 303 studies were excluded for not meeting the inclusion
criteria. Subsequently, a stricter full-text assessment was conducted, applying additional quality
criteria such as methodological rigor, relevance, and clarity of results.

As a result, 40 studies were selected for the final analysis.

2.4 Quality assessment

The methodological quality of the selected studies was evaluated using a set of criteria aimed

at assessing their scientific validity and relevance. These criteria included source credibility, research

clarity, methodological rigor, contextual relevance, and consistency in data analysis.
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Each of the 54 selected articles was thoroughly reviewed to ensure compliance with these
standards, allowing the construction of a robust and reliable evidence base for the study.

2.5 Data extraction and synthesis of results

Data extraction was conducted systematically, focusing on key variables such as the type of
financial fraud addressed, the artificial intelligence techniques employed, the results obtained, and
the limitations identified in each study. The extracted data were organized into a structured database,
facilitating comparison and classification.

The synthesis of results was performed using a qualitative approach, enabling the
identification of patterns, emerging trends, and research gaps in the application of artificial
intelligence for financial fraud detection.

3. Results and discussion

This section presents the main findings derived from the systematic review, followed by a
critical discussion that contrasts the results with existing literature and highlights their implications
for future research and practice.

3.1 Types of Financial Fraud Addressed Using Artificial Intelligence in Colombia

Administration the selected studies reveals that the application of artificial intelligence (AI)
in Colombia is concentrated on a set of well-defined financial fraud typologies, primarily associated
with the banking sector, Fintech ecosystems, public administration, and tax control systems. These
findings indicate that Al adoption is not homogeneous but rather aligned with high-risk domains
characterized by large volumes of transactional data and complex relational structures [5].

In the context of transactional and credit fraud within Fintech and digital ecosystems, the
literature highlights threats such as account takeover (ATO), fraudulent account creation through
bots, and the misuse of stolen credit cards in digital wallets. These fraud modalities have been
effectively addressed through advanced machine learning and deep learning techniques, particularly
graph-based models that capture relationships between users, devices, and transactions. Studies
demonstrate that Graph Neural Networks (GNNs) significantly improve fraud detection performance
by modeling relational dependencies beyond traditional tabular data [6].

Similarly, recent research emphasizes that fraud in digital financial platforms is increasingly
characterized by network-based behavior, where fraudulent actors operate in coordinated structures.
In this sense, graph-based learning approaches allow the identification of hidden connections and

suspicious clusters, outperforming classical classification models [7].
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Furthermore, the integration of Al into tax administration systems has enabled the transition
from reactive auditing to predictive and preventive control models, allowing early detection of
suspicious behaviors and improving the efficiency of fiscal oversight [8].

Regarding fraud in public procurement and corruption-related activities, the literature
identifies patterns such as contract overpricing, collusion between contractors, and misallocation of
public funds. These types of fraud are typically detected through large-scale data integration from
public information systems combined with predictive analytics models. Studies highlight that
machine learning techniques, particularly classification and clustering algorithms, are effective in
detecting irregularities in public contracts and identifying high-risk relationships between entities [9].

In the case of internal banking fraud, financial institutions have implemented data mining and
classification models to detect anomalous behavior among employees and operational processes.
These approaches focus on identifying deviations from historical transaction patterns and preventing
operational losses. Recent studies confirm that supervised learning models, such as decision trees and
ensemble methods, remain highly effective for internal fraud detection in structured financial
environments [10]. Additionally, Al-based behavioral analytics have shown strong capabilities in
identifying suspicious transaction sequences and unusual user interactions in real time, reducing the
operational impact of fraudulent activities in Fintech and digital payment platforms. These
approaches improve fraud prevention by detecting anomalous user behavior patterns before financial
losses occur [11]

Furthermore, recent evidence suggests that financial institutions are increasingly adopting
Al-driven monitoring systems due to the limitations of traditional auditing approaches in detecting
dynamic and sophisticated fraud schemes. Al-based fraud detection models enable continuous
monitoring of transactional activities and improve the identification of abnormal financial behaviors
in digital banking environments [12].

Moreover, recent studies have identified a growing increase in fraud associated with
cryptocurrency transactions and decentralized financial ecosystems (DeFi). These fraud schemes
include money laundering, phishing attacks, fraudulent token operations, and illicit crypto-asset
transfers. Artificial intelligence techniques, particularly anomaly detection models and blockchain
analytics, have demonstrated strong capabilities in tracking suspicious transactional behaviors and

identifying irregular patterns within decentralized financial networks [13] .
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Another emerging area involves fraud related to digital identity theft and synthetic identities
in online financial services. Fraudsters increasingly combine stolen and artificially generated personal
information to bypass authentication systems and access banking or credit services. In response, Al-
based biometric verification systems and behavioral analytics models have become critical tools for
detecting identity inconsistencies and preventing unauthorized financial access in digital platforms
Additionally, the literature highlights the increasing use of artificial intelligence for detecting
insurance fraud and fraudulent claims within digital financial ecosystems [14]. Machine learning
algorithms and predictive analytics models enable the identification of anomalous claim patterns,
suspicious customer behaviors, and inconsistencies in financial documentation. These approaches
contribute to reducing operational losses and improving the efficiency of fraud investigation
processes in insurance and risk management sectors [15].

Furthermore, recent literature highlights the growing relevance of artificial intelligence in
detecting fraud associated with electronic commerce and online payment systems. Fraudulent
activities such as transaction laundering, fake merchants, and unauthorized payment operations have
increased alongside the expansion of digital commerce platforms. In response, Al-driven fraud
detection systems supported by real-time analytics and behavioral profiling have demonstrated strong
capabilities in identifying abnormal purchasing patterns and suspicious payment behaviors,
improving transaction security and reducing financial risk exposure in online financial ecosystems
[16].

3.2 Artificial Intelligence Methods Used in Financial Fraud Detection

The analysis of the selected studies indicates that financial fraud detection using artificial
intelligence is primarily based on machine learning (ML) and deep learning (DL) techniques, whose
selection depends on data availability, labeling conditions, and the complexity of fraud patterns. The
literature reveals a clear methodological classification into supervised learning, unsupervised

learning, deep learning, natural language processing, and hybrid models [17].

In the case of supervised learning, this approach remains the most widely used due to the
availability of labeled datasets, where transactions are previously classified as legitimate or
fraudulent. Algorithms such as Random Forest, Support Vector Machines (SVM), logistic regression,
and ensemble methods (e.g., XGBoost and AdaBoost) are frequently applied due to their robustness

and interpretability. Recent studies confirm that ensemble models significantly improve predictive
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performance in fraud detection tasks, achieving higher accuracy and lower false-positive rates

compared to single models [18]

Similarly, large-scale evaluations demonstrate that Random Forest and gradient boosting
methods outperform traditional statistical approaches in high-dimensional financial datasets,

particularly in credit card fraud detection scenarios [19]

In contrast, unsupervised learning techniques have gained relevance in contexts characterized
by data imbalance or lack of labeled information, which is common in fraud detection. Methods such
as K-Means, DBSCAN, Isolation Forest, and One-Class SVM enable anomaly detection by
identifying deviations from normal behavior patterns. Recent research highlights that anomaly
detection models are particularly effective for identifying unknown or emerging fraud schemes [20]
Furthermore, studies indicate that combining clustering techniques with anomaly detection

significantly enhances the ability to detect hidden fraud structures in large transactional datasets

Regarding deep learning approaches, these techniques have become increasingly relevant in
complex financial environments involving Big Data and real-time processing. Architectures such as
Recurrent Neural Networks (RNN) and Long Short-Term Memory (LSTM) are particularly effective
for modeling temporal sequences and detecting evolving fraud patterns over time. Additionally,
autoencoders are widely used for anomaly detection through reconstruction error analysis, while

Artificial Neural Networks (ANN) enable the extraction of complex nonlinear features [21]

Another important methodological approach is Natural Language Processing (NLP), which
focuses on analyzing unstructured data such as financial reports, emails, and contracts. NLP
techniques enable the detection of linguistic anomalies, semantic inconsistencies, and suspicious
communication patterns associated with fraud. Recent research highlights the use of large language
models (LLMs) and text mining techniques to identify manipulation in financial disclosures and

detect insider trading signals [22].
3.3 Benefits and Outcomes of Artificial Intelligence in Financial Fraud Detection

The systematic review reveals that the implementation of artificial intelligence (AI) in
financial fraud detection within the Colombian context has generated significant improvements in

accuracy, efficiency, and decision-making capabilities across multiple sectors.
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In the domain of tax and customs fraud, the application of unsupervised and predictive
models has achieved high levels of precision in anomaly detection, reaching rates close to 98%. These
approaches have enabled tax authorities to automate risk analysis processes and identify complex
concealment structures, such as hidden financial networks and tax evasion schemes. In Colombia, the
integration of Al into systems such as electronic invoicing platforms and fiscal information systems
has strengthened the capacity to process large volumes of data and detect irregular patterns,
contributing to increased tax collection and reduced evasion [23].

Regarding fraud in public procurement and fiscal control, the evidence indicates a substantial
improvement in the efficiency of oversight entities. The use of predictive analytics, pattern
recognition, and large-scale data integration has allowed the early identification of high-risk
contracts, cost overruns, and anomalous relationships between contractors. Unlike traditional audit
approaches based on sampling, Al-driven systems enable the evaluation of the entire dataset,
significantly enhancing the detection of irregularities and increasing institutional productivity[24].

In the banking and private financial auditing sector, Al has contributed to reducing the time
required for financial reviews and improving responsiveness to suspicious transactions. By leveraging
data mining techniques and classification models, organizations are now capable of analyzing the
complete universe of financial transactions rather than limited samples [25]. This shift has enabled
the detection of anomalies such as fictitious suppliers, irregular accounting records, and unusual
behavioral patterns, resulting in lower operational costs and improved fraud prevention capabilities.

Similarly, in digital financial ecosystems, including Fintech platforms and electronic wallets,
Al-based approaches have demonstrated strong predictive performance. Graph-based deep learning
models, particularly Relational Graph Convolutional Networks (R-GCN), have proven effective in
detecting fraud in high-volume environments by analyzing relationships between users, devices, and
transaction [26] . These models are especially valuable in identifying risks associated with new users
who lack historical data, allowing fraud detection even before the first transaction occurs.
Performance metrics reported in the literature, such as AUC values close to 0.80, confirm the
superiority of these approaches over traditional models [27].

Furthermore, recent studies indicate that Al-based fraud detection systems have significantly
improved real-time monitoring capabilities in financial institutions. Through the integration of
streaming analytics and automated alert mechanisms, organizations can now identify suspicious

activities almost instantly, reducing response times and minimizing financial losses associated with
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fraudulent transactions. These intelligent monitoring systems also contribute to strengthening
operational resilience and improving risk management processes in dynamic digital environments
[15].

Another important benefit identified in the literature is the reduction of false-positive rates in
fraud detection processes. Traditional rule-based systems frequently generate large volumes of
incorrect alerts, increasing operational costs and reducing auditing efficiency. In contrast, machine
learning and hybrid Al models are capable of learning complex transactional behaviors and
distinguishing legitimate operations from suspicious activities with greater precision. This
improvement not only optimizes resource allocation but also enhances customer experience by
reducing unnecessary transaction interruptions [28]

In addition, the adoption of artificial intelligence has facilitated the transition toward data-
driven auditing and continuous financial supervision models. Al technologies enable the automated
analysis of large-scale financial datasets, improving transparency, traceability, and institutional
decision-making processes. Recent evidence suggests that these capabilities strengthen strategic
planning and support proactive fraud prevention mechanisms, particularly in highly digitalized

financial ecosystems and public administration environments [29].

3.4 Research Gaps and Future Directions

Despite the progress achieved by institutions such as the tax authority and fiscal control
agencies, the adoption of artificial intelligence (Al) for financial fraud detection in Colombia remains
at an early stage of maturity. The literature reveals the existence of structural gaps that require
immediate attention from both academia and policymakers[30].

One of the most critical challenges relates to regulatory frameworks and algorithmic ethics.
Current evidence highlights the absence of robust regulations guiding the use of Al and emerging
technologies such as blockchain in auditing and fiscal control processes. This regulatory gap increases
the risk of algorithmic bias and potential violations of data protection principles. In this context, the
development of ethical governance frameworks and explainable Al (XAI) mechanisms is essential to
ensure transparency, accountability, and legal validity of algorithmic decisions [31].

Another significant limitation concerns data accessibility and the lack of empirical impact
evaluation. There are considerable barriers to accessing reliable public data on the actual

implementation and effectiveness of Al-based fraud detection systems. Furthermore, empirical
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studies measuring the real impact of these technologies on fraud reduction remain scarce. This
situation highlights the need for rigorous research supported by standardized performance metrics
that enable transparent and comparable evaluations [32] .

From a technical perspective, system integration challenges also represent a major barrier.
Many organizations struggle to adapt legacy accounting and financial systems to modern data-driven
architectures, limiting the effective implementation of automated and continuous auditing models.
These constraints are not only technological but also financial, as the transition requires significant
investment in infrastructure and system redesign [33].

In addition, a critical gap is observed in professional training and organizational culture. The
successful adoption of Al requires advanced technical competencies in areas such as data analytics,
programming, and cybersecurity. However, the current workforce in accounting and auditing often
lacks these skills, which generates resistance to technological change and slows down digital
transformation processes. Addressing this issue requires the modernization of academic programs and
the incorporation of emerging fields such as digital forensic accounting and data-driven auditing [34].

Overall, the findings suggest that the main barriers to Al adoption in Colombia extend beyond
technological limitations and are primarily rooted in regulatory, institutional, and human factors.
There is a clear mismatch between the rapid evolution of digital technologies and the slower
adaptation of legal frameworks and educational systems [35].

From a future research perspective, it is essential to prioritize the development of explainable
and trustworthy Al models, particularly in public sector applications, where transparency and
accountability are critical. Additionally, further empirical studies are needed to evaluate the
efficiency, cost-effectiveness, and real-world impact of Al solutions in fraud detection. Achieving
this will require greater collaboration between academia, government, and industry, as well as the
reduction of data access restrictions that currently hinder rigorous scientific analysis[36].

Furthermore, recent studies emphasize that one of the emerging challenges in Al-based fraud
detection is the increasing vulnerability of intelligent systems to adversarial attacks and cyber
manipulation techniques. Fraudsters are progressively adapting their strategies to evade automated
detection mechanisms, which creates the need for more resilient, adaptive, and self-learning fraud
detection architectures capable of responding to evolving cyber-financial threats [37]. In this context,
future research should focus on the development of robust Al security frameworks that combine fraud

analytics with cybersecurity and real-time threat intelligence systems [38]

https://analysisandmetaphysics.com 30



Analysis and Metaphysics

ISSN: 1584-8574, e-ISSN: 2471-0849
Vol 25 (1), 2026

pp- 19-36

Another important research gap concerns the limited incorporation of sustainability and
social responsibility principles into Al-driven financial control systems. Current fraud detection
models are primarily oriented toward predictive performance, while ethical implications, social
impact, and responsible Al governance remain insufficiently explored. Recent literature highlights
the importance of integrating fairness, transparency, and human-centered approaches into financial
Al ecosystems to reduce discriminatory outcomes and strengthen institutional trust in automated
auditing processes [39].

Finally, the literature suggests that future advances in financial fraud detection will
increasingly depend on interdisciplinary collaboration between computer science, accounting, law,
cybersecurity, and data governance. The complexity of modern fraud schemes requires integrated
analytical approaches capable of combining technical innovation with regulatory compliance and
organizational adaptability. Consequently, future research should prioritize the creation of
collaborative frameworks that facilitate secure data sharing, cross-sector interoperability, and the
development of standardized methodologies for evaluating Al-based fraud detection systems [40]
Conclusions

This systematic literature review demonstrates that artificial intelligence has become a key
tool for financial fraud detection, improving the accuracy, speed, and efficiency of auditing and risk
management processes. The findings reveal that machine learning, deep learning, graph-based
models, and hybrid architectures are the most widely used approaches, particularly in banking
systems, Fintech platforms, tax administration, and public procurement oversight.

The review also shows that Al enables the analysis of large-scale transactional data,
facilitating the early identification of anomalous behaviors and complex fraud networks. In Colombia,
both public and private institutions are progressively adopting predictive analytics and automated
fraud detection systems, contributing to more proactive and data-driven control mechanisms.

Despite these advances, important challenges remain, including limited regulatory
frameworks, restricted access to quality datasets, integration difficulties with legacy systems, and the
lack of explainable and transparent Al models. Additionally, the shortage of specialized human talent
continues to limit the effective adoption of these technologies.

Overall, the evidence suggests that the future of financial fraud detection will increasingly

depend on explainable, hybrid, and real-time AI models capable of adapting to evolving fraud
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schemes. Future research should therefore focus on improving model transparency, standardizing

evaluation methods, and strengthening collaboration between academia, government, and industry.
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